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What is SiteRemote?

SiteRemote is a software solution used for remotely
monitoring and maintaining client terminals running the
Provisio Client software.

The SiteRemote Web application allows you to check the
status of your terminals and carry out most maintenance
functions remotely.

The Server Architecture

The connection between client and server is established
by an encoded protocol similar to HTTP (TCP/port:8086).

The actual SiteRemote Web application (ASP.net/11S6)
runs on Microsoft Windows Server that is utilizes a
Microsoft SQL Server database. Requests by the client
terminals are processed through the SiteRemote server,
which is based on the Microsoft .NET Framework.

The Communication Architecture

Communication between the client terminal and the Site-
Remote Server does not require a permanent connec-
tion and works with dynamic IP addresses and behind
firewalls. After establishing a connection to the server,
each terminal will synchronize with and receive jobs from
the server. This allows you to monitor your terminals
even if the connection to the Internet is through dial-up
(e.g. ISDN, modem).
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Remote Monitoring

Client-Server Communication

System Requirements

The terminals (kiosk clients) you want to monitor
require that you install special client software.

The available options are:

Sitakican SiteCaster

SiteKios SiteCaster Player

Client Registration

You will first need to set up a team account with valid
login credentials (create a team account with a free
30-day trial of SiteRemote at www.siteremote.net).
Then use the Client Software Configuration Wizard to
register client terminals with the SiteRemote server
(see screenshot).

Note: The SiteKiosk Configuration Wizard and the
SiteCaster Player user interface are available in the fol-
lowing languages: English, French, German, Russian,

Reporting Intervals

The kiosk clients will report back to the SiteRemote
server at certain intervals (e.g. every 90 seconds). On
each contact to the server, the client machines transmit
gathered data and log files and receive new jobs from
the server.

Encryption

The connection between client and server is establis-
hed via an encrypted protocol similar to HTTP (TCP/
port:8086).

Communication is encrypted by a combination of RSA
and AES (Rijndael) used for key exchange and symme-

trical encryption, respectively. In addition, signatures are

used to verify the identity of client machine and server.
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Client

You will have to install compatible client software on all
machines which you wish to manage/monitor. SiteCaster
supports the SiteCaster Player and SiteKiosk.

SiteCaster Player Software

SiteCaster Player is free. You do, however, need your
own user account under www.siteremote.net if you want
to run it. The service is free for the first 30 days. Following
this period, you can subscribe to the service for a period
of, for example, one year.

If you want to manage SiteCaster Player on your own
SiteRemote server, you will need one unlimited Player
license for each display/machine.

Attention: You will not need this license if you run SiteKi-
osk 8 (including SiteCaster functionality).

Further information on page 19.

SiteKiosk

“A public-access computer must both be very easy to
operate and provide protection against vandalism.”

Our SiteKiosk kiosk application allows you to run your
Windows PC unattended 24/7. Versions 8 and higher
also allow you to make use of all SiteCaster Player
functions (Digital Signage) in SiteKiosk at no extra
charge.

Further information at
www.sitekiosk.com
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Web-Application

Required Browser

Using the SiteRemote web application to manage your
terminals only requires a Windows computer and a
browser.

Login

Login at www.siteremote.net with the valid login informa-
tion created by the team administrator. In case you have
not yet created a team, you can sign up for a free 30-day
trial at www.siteremote.net.

After logging on, you will see the overview screen which
will provide you with a quick overview of the status of
your client machines, all current warnings and news.

Folder View

All logged on machines will automatically be listed inside
the folder “New Machines”. However, you can create
new folders and subfolders, and move client machines
into the folders of your choice.

You also have the option of creating so-called ,virtual
folders”. Virtual folders allow you to sort terminals by
categories. For instance, you can organize all terminals
located in Switzerland or running Window XP in one
virtual folder while keeping the original organization
structure.
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Machine List
World Map

An embedded map engine allows you to get a quick
overview on the locations of all your terminals.

Your own Location

Your current location is marked by the blue person icon.

Status Informationen

Current status information about the terminals is
displayed, showing which machines are not working
properly.

Map Engines
Currently, Virtual Earth and Google Maps are suppor-
ted with this feature.
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Real-Time Statistics

Select the “Statistics” menu tab to view real-time
statistics about the usage and sales generated by your
machines for the periods “Today”, “Current Week”, and
“Last Week”.

You can also view real-time statistics for each individual
terminal under the ,Machine Overview" tab.

Average Usage Time

The Average Usage Time information for all machines is
displayed, provided the screensaver option is enabled in
the SiteKiosk software. All screensaver times will then be
considered as inactive. Also, SiteRemote will display the
five most often used terminals separately.

Average Turnover

The statistics on the Average Turnover achieved by all
logged on machines are shown, provided you have ena-
bled a payment device. The five terminals that achieved
the largest turnover will be listed separately.

Refer to the “Reports” section on page 12 for much more
extensive statistics.
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Overview Machines

By selecting a specific machine from the list, you will be
taken to that terminal’s overview page. This page dis-
plays a summary of all important information concerning
this particular machine (such as name, last contact, next
contact, current IP address, etc).

Name, last contact, next contact, current
IP address

Shows the most recent connection data for the selected
machine.

Errors and warnings

If applicable, all current problems and error messages
are listed under the Errors and Warnings section.

Screenshot

Captures a screenshot of the content currently displayed
on the machine.

Activity Profile
The Activity Profile shows the machine’s activity (usage)
for the last 24 hours, the current week or the last week.

Machines Uptime Chart

The Machine Uptime Chart section shows the operating
times for the currently selected machine.

Settings

The Settings section allows you to adjust the time zone
information for the area where you set up your machines
and lists the name the team member responsible for that
particular machine.

Maintenance Protocol

The Maintenance Protocol section provides an overview
of all maintenance activity taking place on the selected
machine.
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Software & Hardware Overview

The machines will automatically submit extensive infor-
mation about the installed and used software as well as
the hardware components and performance data.

Software

The software overview provides you with information
about important system components and plugins.

You will also be able to review which client software
(SiteCaster Player or SiteKiosk) is being used. All auto-
matically launched applications and the folders selected
to be synced across the machines will be listed.

Hardware

Information about manufacturer, CPU, BIOS, memory,
drives, network settings, video, printers, and sound.
Other information includes graphical statistics on CPU
usage, memory usage, and network traffic. Depending
on the hardware used, you can also monitor the tempe-
rature, fan speed and power supply of this hardware.
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Configuration

Viewing and editing configurations

The “Configuration” menu tab refers to the SiteKiosk
configuration applied by the client. The configuration files
are available for viewing, downloading, and editing.

Editing Configuration Files Directly

If you have SiteKiosk installed on your computer, you
can open and edit the client terminal configuration with
the SiteKiosk configuration tool, save any changes you
make locally and upload the configuration file to the
SiteRemote server.

You can enable the configurations on the client terminals
you have uploaded either immediately, or at scheduled
dates and times

You can create a job that will replace configuration files
on several machines.
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Runtime Protocol

Precision Logging

Remote clients record all processes with the times
documented. The log files will allow you to keep track of
all processes performed on the terminal and will help you
identify possible errors.

Real-Time Transmission

Since the runtime logs are transmitted on each contact
with the server, you will be able to view the protocols
shortly after they have been transmitted. You can view
the information filtered according to protocol levels and
components.

Exporting and Deleting Logs

You can summarize and download runtime protocols as
.zip archives and permanently delete old log files from
the server.
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Usage, Sales and Error Reports

SiteRemote enables you to create detailed reports which

can be used to evaluate user activity, usage times, pro- sk
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week, current month, last month, current year, last year, - Report Meme: New Regodt )] Cresien /) 2013 10 2438 A
Start Time 12172011 12:00:00 AM End Time 123472011 11:59:59 P
or custom). g, Temna 13 3
B, Teminalic Machines Analyzed 2 lachine(s)
g
; PICTOMIO-TEST
HYH “‘ 1 i UNmTioo1 7
Individual Reports W, TemminalE
You can also create individual reports and store them in =i gl Terminal2 Stisltioak 3
.CSV format. '.'!- Termnal 24 Usage: Total Hour Day Week Machines Uplimes Websites Fitered Web Sies
&, Termnal 28
&, Temoaizc _
. emnal ]
Scheduled Reports (Scheduling) 8 Teminsi Chveean Lsngs 42
5 . L K Terminalze Application Runtime 30 days 20 hrs Total Session Time 30 days 20 hours 1 min
Automatically creates the desired reports at specific Terminal3 : .
rferels: L Runtime per Wiachine @ 15 days 10 hours 22 min Session Time per Maching @ 2 hours 20 mn
’ = g Vel Havigations 36848 (0 18423) Humber of Emails Sent 0 (@ 0)
° Daily - W) virtual & Pages Prinied 0@ 0) Abnormal Terminations 123 (@ 82)
+- ol Vrtual B Sessians 158 (@79)
@ Weekly -0 wraic
@ Monthly @-MY ol 0

Tokal Usage Time by Hour a1 Day
B Proportion of Usage of Run Time Applcation Uptime:
Email Submission

You can send all reports automatically to one or several
email addresses.

a1 2 3 4 5 8 7 & 8 10N 12 13 14 15 18 17 18 1% 20 21 22 23
Avarage Usage Time (Percentage of Run Time)
Haour Usage Time Hour Usage Tme Hour Lisage Time Hour Usage Time
o 28 min 36 88 (B9 %) (] 28 man 53 sa¢ (100 %) 12 29 min 13 s&c {100 %) 18 28 man 51 z&c (100 %)
1 30 mn 0 sec (100 %) 7 2% min 89 sec (100 %) 13 29 min 52 sec (100 %) 19 29 min §9 sec (100 %) X

Figure: Get Customized And Detailed Reports m
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Job Management

Maintaining and updating a computer, such as trans-

ferring files or rebooting the machine, usually does not i = R |
take a long time. But if you are dealing Yvith hundredsf of o ._:.|@ hitps://www.siteremote.net/default: O = @ € X |] @ Steemote - SteKiosk Back... X ry < 5
machines spread out over various locations, completing =
this task manually would take hours, if not days, as you Users SlteRemate 3 £k setings  Q search @ Btz | ? | =
would have to perform this process for every individual 3 F S PP Crre— Logties o Fie Manager | Digial Signage - SteCaster
terminal. : =

- -_- ‘ Your e, Home f Groug f 1EBching f Jobs f Job Editor I

¥ E1 waste :

SiteRemote’s Job Management functions allow you to 5. L) Mew Machines [ T T 1
reduce the time used for performing maintenance duties I

on all of the terminals. Simply define a job and assign it =7 i) Terminaly Job Kame: | fiew Job
to an individual machine, groups, or even to all of your = b remnalial [7] Create pervate job - only vievabis by me =
machines. You can also specify a certain time for a job o E Jeminal [ 7] save this job as & new tempiate
[¥] &, Terminalic g
to perform. =1t - Description:
o] W, TermnaliE
Feedback i i,
. L . . 1 M Temnaizn Chent Type: | Giaios
Every time a job is executed on a machine SiteRemote’s ] &, Terminal28 =i

Please note that the chent type defines the supporied actions and cannet be changed as long as actions are assigned to the

feedback function provides you with a notification whe- )
cufrent job,

ther a job has been successfully completed or not.

Wen should the job be execuled?

Job Templates @ As 500n 85 possile (upon next mochine contact)

Instead of creating a new job each time a certain task is ) Matbetors [2011tiovember - | [7 | Te: [Txaam |
performed, you can save a job as a template and imple- When should the job expire?
ment it again at a later point in time. B Nover

% Motbefors [0iimovember |3 | Tme [1umam |

Scheduled Jobs (Scheduling)
Automatically executes the desired jobs at specific

intervals: Use this. command o get a screenshot from the target machine.
Q Daily Eﬂ Cuslly:  High
° Weekly Resclution: 102476
Mumber of times to repeat Biis step on fadure[0 |

@ Monthly —

Figure: Create Jobs And/Or Job Templates
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File Management

Use the file manager to upload any number of files
and manage them on the SiteRemote server from one
central location.

Upload

Use the upload function to transfer files from your work
terminal to the server in a few easy steps.

File Management

The file manager overview lets you manage your files in
a convenient manner. You can make use of an extensive
range of tools that let you manage your files:

@ Create Folder
@ Rename

@ cCut
@ Copy
@ Paste

@ Delete

@ View

Synchronize Folders

You can synchronize folders and their contents with one
or several machines (see next page).
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e':_ lla https://www.siterernote.net default.: O - & & X |] 5 SiteRemete - SiteKiosk Back... %

Users SiieRemote 3 £} Settings Q, search

ome § Groug £ lEaching L§
=i My Your-C Fic H I1G J1rschneg i File Manage,

Bcrestecrp. B % | O & Overdiew Software Hardware Logfies Repors. Jobs - Digital Signage - SteCaster

W Exiras ? -

#- L Mew Machines Bur-Cor £ig
¥ % Waste

:ﬁ =- gl Your-Comp Inc. 5 iEj : .—:I-

By Teminaiic *- LIl SyncFoidert J_*n

*‘ Terminal 10

W, Terminal 1E
= W/ Terminal2

&y, Terminalza

8¢ Termnal 28

&, Termnalzc

kg, Terminal 2D

K Terminalze
- || Terminal3

+- Il SyncFoider?

Miag documentdos  document.pdf nslaber.axe

m o o &

pictureliZ jpg  resdmeta steskioskskcf]  video0d.mov

=M virbuel Foiders
-l irtual A
- U virtusl B
+- ol Wirtual ©
%W vrwalo

Please note that e ey e
4T ' | LA . €1 Synchronization L8 “ET O B k| B B | 3| @ e whie cojviog o auietieg fagt s or

B Ly

mataberrar  pactureljpg

ave

video0Z avi

" iTestsam IS clirrently hot Synchronized.

Attention! Piease do not close the window while uplcading fles io the SteRemoie

Upload

Server, upioads wil ptherwise be aborted. This doss not affect chent synchronizations. || Upioad mulipis fies simuRaneously (requires. Flazh)

Browsa. ..

Figure: Manage And Organize Files
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Synchronization

The syncronization feature makes it easy to distribute
extensive content among any number of machines and
keep it up-to-date.

Peer to Peer

The method used for synchronization is peer-to-peer
which keeps server loads low and makes it possible for
the files to be transferred to the machines at a fast rate.

Always up-to-date

When you make changes to the contents of the folder
stored on the SiteRemote server, these contents will (as
an option) be synchronized automatically on the associ-
ated machines. For instance, if you change a website or
video, these will be transferred instantaneously.
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(=] B

=[] M YourComp Inc.

+- 7] Wl Mew Machines

4";,wasne

| L/ Termnaly
1 &
I
I

| Mg, Ternnal18

| M, Terminalic

[ &g Teminalin

] W, TesrrnaliE
Terminal2

1 % Terminalza

1 & Tominal 28

[7] W Tesmmnal2c

g, Termnal 2D

[¥] g Terminal2£
#-[ W Terminald

= 71 ) Virtusl Foiders

e-' I| @ hitps/wwisiteremote.net/defauit: O - @ © X || € steRemote - Stekiesk Back... x ot 17 &
Users SiieRemote 3 £} Settings Q, search W Exiras ? -
J Owerviaw Softwars Hardware Logies Repos. Jobs E e ; E Digital Signage - SteCastar

machine and click the Software 1ab. The file sync cplions are found al the bottom of the Software page

The synchranizabion settings allow you la syne folders (slored on ihe server) across several selecled machines. If you sefsel the aulomatic
synchronization and change the conlent of the Tolder later by adding or delefing information, these changes will be applied aulomatically to the
machines you have ssleclad.

Check all ihe machines in the tree view on the left that you want to synchronize with the folder. To change the destination path. select the

Server Fokler (Sender) WWour-Comp Inc.\SyncFolderd

Client Machine Folder (Receiver) [Common Documents)"15iteRemote) Syncl SyncFokderd
" g.g. "CWsers\Public\Documents® on Windows T systems

This valie only apphas 1o machines on which (he dafaull path has nol been changad, To changs the
destination path, select ihe machine and ciick the Software fab. The file sync options are found at the
botinm of the Saffware page.

Syne ance -
¥ Include subfeiders
Schedule When should the job be sxecuted?

9 As soon as possible (upon nexd machine contact)

) Notbefore | 2011 June -| {30 Time: | 1249 PM |

Save Cancel

Figure: Synchronization Settings
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User Management

Each team can contain any number of users, who can
log on and access the SiteRemote web portal.

You can assign specific users rights for each user.

Individual rights can be specified for each user. Standard
user rights can be combined to further define roles.

Example:
The role of “Team Administrator” possesses the
following rights:
@ editing their own user account
Q manage user accounts (add / edit / delete)
@ edit machine configurations
@ createlview reports
@ view sales statistics
@ add machines
@ edit machines
@ add/ edit / delete machine user groups
@ remote machine administration /control

Q create / perform LiveRequests

You can also specify the corresponding time zone and
language to each individual user. Languages currently
available are English, German, French, Italian, Russian,
Spanish and Dutch.

Roles for technical staff

You can also specify roles for technical staff. The mem-
bers of this staff will then be able to authenticate directly
at the machine (on site) in order to complete certain
tasks.

Auditing
The Auditing tab lets you trace precisely when the user
performed which action.
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( (=] B

e'- .'| & https: [www.siterernote.net/ default ; P~ & f-'-x_” 2 Siteflemote - Sitekiosk Back.., ¥ (o 12 &3

Machines - SileRemote 3 £3 Seftings Q Search W Exiras 2 =
4. Create User (nizic R S L | Mnnuwrﬂms User Rights.

= n Your Comp Tne. Home  Team/ User F Address
o Musder
X vierich
Jg Le Mason
X5 Smith
X5 Van der Vaart

User name :.'..'-e'_d_l || change pasawerd

| Gender @) Male Famaly
First name | Daniel

Last name | Vierich

Company name | Your-Comp Inc,

Depariment |
Jottite [Designer
Address ine 1 | Division St.
Address ine 2 |
Ciy [Muerster
2P code | 75252

State  Texas -
Country USA %
Emai [info@your-comp.com ] sand Emai
Phone | (0800) 916-7422

iobbe |
Fax I
URL htm.n’.f\mmmmmf _| \isit Web Ste

Time zone  (GMT-06:00) Central Time (US & Canada) -
Language English (United States] -
Date of birth  March * 6w 519.35

Save Cancel [

Figure: Edit Team Member Data
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SMS & Email Alerts

When a terminal encounters a problem, a remote mo-
nitoring solution should be able to notify you automati-
cally without delay. This is the only way to allow for an
immediate response.

SiteRemote features a notification system, which will
automatically react whenever an error occurs.

In the event of an error, the system will prompt the Site-
Remote Server to send an email to the corresponding
staff member and provide a detailed description of the
problem.

To receive alert notifications faster, the server can also
deliver alerts via SMS (Short Messaging System), which
will send a text message directly to your cell phone.

A set amount of text messages is included with the
SiteRemote package. Additional text message volume is
available for purchase.

Example:

SMS alerts through SiteRemote SaasS are only

available in Europe. It is possible to setup SMS alerts

on your SiteRemote Server installation in any country

but additional charges from your carrier may apply.
Q Application not running/has no valid license
@ System time incorrect

Overflow of the log limiter or error limiter

Printer (e.g. no paper, low toner, etc.)

Data storage medium (e.g. hard disk full)

Memory usage

CPU load

Hardware failure

No depot within the specified time period

(<IN < < <N

System was rebooted by the software watch-
dog (e.g. SiteKiosk)

Q File synchronization/Digital Signage error

Error
-
A
I
I
Notification

He

PROVISIO

software engineering

Email




SiteRemote

Remote Monitoring

Remote Desktop Connection

Use UltraVNC, which is free and can be installed as
an option, to establish a remote desktop connetion to
machines in a quick and easy fashion.

You will find an extensive range of options at your dis-
posal. In addition to viewing the screen of the client, you
can also exchange files directly.

As soon as the desktop of the client terminal shows up
in your Web browser, a maintenance message will pop
on the screen of the machine on site (see screenshot).
This information indicates to the user that the terminal is
currently being serviced and cannot be used.

Terminal Commander

Terminal Commander is an additional tool that allows
you to exchange files with a remote machine. The main
window shows two parallel directory listings: Local hard
drive on the left and the remote machine on the right.
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Figure: Web Client (VNC Viewer) & Terminal Commander
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SiteCaster - Digital Signage

What is SiteCaster?

SiteCaster is included with SiteKiosk starting with the

Lite version. It is a software solution that helps you crea- -
te, manage, and publish media content for your Digital L I SR

Signage displays. It takes only a few clicks to share the Bl schoouie | puttan | Montor | © Firststeps wih SteCastr & SteCastesChent B Foacback @ Help :

campaigns you created with your clients, where they can = Campsign Uit ||| & upssaiosenee | B | 3 | 4 no o e
be played back automatically at the times you specify. lita . e e e
Watchdog functionality keeps downtimes at a minimum i Localon ste Lol roccihed Bz Channel 1 = | & B50x620 | Channel2 = 4| . 4204620
if the application fails to respond due to critical system = b oom o Loeal EIKE | GHED01 44705 PN
conditions (insufficient RAM, video codec error, etc). S bglop lehpng Local e e e e
= bg_top_righlpng Local ABEIKE  BMA01 44705 PM
q & ThckeaTawt i Local 12K8 FE2011 50913 P
Create Campalgns F Wour Comp Incmpd  Local STS99 KB  BME2011 4.57.40 PM “
You can use customizable layout templates to quickly
create a campaign in a snap and display your campaigns ! §
in the resolution of your choice (including full HD). g
Simply drag and drop your media content to arrange ;
it in a time line. SiteCaster supports a host of different
formats including Images (PNG, JPG), video files (H.264
and WMV), web pages (HTML, Flash), and text (RSS, 1280100
static or ticker).
o Add medin conbent * Preview i
SChedule DOHOO00 00008 0a00-ta [ St i
SiteCaster’s scheduling functionality allows you to plan | Shamo} ke
with split-second accuracy which campaigns are to be ik o bt o acins il
played at which times. You can also edit existing broad- | Chaoesy b
casts to add more campaigns and change the playback
schedule.
Publish = z
_:h.rn-en 18 __Sm lhi_ _owv-lwmw_f

Share your content with up to 10,000 players using
just a few clicks. Choose either peer-to-peer sharing or
encrypted sharing via HTTPS/SSL.

For more information, log on to
www.sitecaster.com or consult the SiteCaster PDF-
Broschiire.

Abbildung: SiteCaster Benutzeroberflache m
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30-Day Trial Access (Free)

SiteRemote’s 30-day Trial Access includes:

@ unrestricted use of all SiteRemote features for .
30 days (www.siteremote.net) Wingows. 7, Vinia, 5
Servet 2000, WAy

@ 500 MB of transfer volume
Q 50 SMS messages included (Europe)
Q free customer support

@ administration of up to 50 terminals

Go to www.siteremote.net and sign up to register your
own team account for a free 30-day trial. Thoroughly test
all the features and functions of SiteRemote to ensure
that it is the right solution for your business needs.

Pricing
For pricing information please visit our online store at
WWW.provisio.com.

SiteRemote 3.(\:Ioud

PROVISIO GmbH, Miinster, Germany N~ ——
http://www.provisio.com/

PROVISIO LLC, Miami, USA
http://www.provisio.com/
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